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The Challenge: Network segregation limits access to critical data

MORDAC, THE PREVENTER
OF INFORMATION
SERVICES.

To complete the
log-in procedure,
stare directly
at the sun.

IN A PERFECT WORLD,
NO ONE WOULD BE
ABLE TO USE ANYTHING.

SECURITY IS MORE
IMPORTANT THAN

USABILITY.
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Level 4 ﬂ OT Servers / Applications

Enterprise Network

Read only
HMI

OT server 1

JMP Server
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OT server 2 P Trend

software

Excel,
etc

OT server N > P E

Plant Network

Scalability Concern

Might be duplicable with one plant, but multiply
by many plants makes it unsustainable.
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Plant Production teams
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1-2 Historians ) i \
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Divisional/Regional Process Engineer

Up to 5 Different
8-30 Historians Visualization Applications

(2 architectures)

/ 8-24 8-24
1 Login Jump Stations OT Logins A | Trend
A\ . Viewer
g @ Process
Historian
Single Historian *
Analysis
@ 9
’ 9 Performance
: Primary Secondary
| ; 5
' Redundant Historians Othiet
: ; : Application
1

Spreadsheet Report Via Copy/Paste Through the Jump Server
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Difficult to Compare Plants

Data is siloed across multiple jump stations,
logins and historians, making it difficult to
compare plants.
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Problem solving

SINGLE INSTANCE RELIES ON COMMUNICATION / NOTES DIFFICULT AND TIME CONSUMING
VIEWING

ﬂ Plant / Site A

for similar past incidents to find leading indicators / root cause

We had a similar issue
last month...

ainnn
NOTES

Check the notes

e Root cause?

e What changed?
Look at the spreadsheet x .
we saved... -

from Plant B...
i 3 9 0 Leading indicator?
M/\vay o Similar event?

\
i Relies on Communication -, U ) . |
\SI'I:aII‘; Ignstance i / .\ Difficult & Time Consuming
Only one plant/site ata time. Uses emails, notes and \ 5'~; | Hardto identify leading indicators
spreadsheets from others. ' _’-'4'7":\.} and root cause.
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il Analytics

Multiple ' C o
Data Sources T2 ‘ Sl
s 1 E =
' Historians )

i

> o @
d OT Systems _ﬁ

‘ IT Systems

XE Spreadsheets

' Other Sources

No current
standard solution
No single, industry-wide
standard for analytics.

No solution that can
reach all data sources

Cannot easily connect to
every data source.

\

Requires data science
background

Deep Excel/Python/etc.
knowledge needed.

Often Slow

Analysis and insights
take significant time.
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The solution

Site 1 —
Pl Historian

Unified Access
from Desktop

Site 2 R S
. . ‘/h

PI Historian = e POV VAN i
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Quality

Database

Other —u0uw 4 |

Historian I I 1

Other a——

Data Sources Analyze Discover Share

Secure | Scalable | Reliable
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Steps for a solution

OPTION B
OPTION A
Ml | @™
il
[— TrendMiner

NS

NEXT STEP

/\\/A

exntll "
O :

FIGURE OUT HOW TO
ROLL THE SYSTEM OUT
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CHOSEN FOR TRIAL

TrendMiner

AFTER SUCCESSFUL TRIAL

<+

CHOSEN TO GO WITH
TRENDMINER

TESTED ACROSS
MULTIPLE DATABASES

ke > <
" —
fa e =
Process Quality Other
Historian Database Historian
il
TESTED ON
MULTIPLE SITES
Site A Site B Site C




Rolling out the solution Across the Company




How do we now roll it out across the Company?
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Steps for rolling out training

o
di gy b

Need to connect all the
operations to TM
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Steps for rolling out training
(2]

VM SERVER

-  ——— - &

OTHER SITES

Found a fast way to do this
by coping the VM server the
deploying the copy at the
other sites

Need to connect all the
operations to TM
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Steps for rolling out training
(2]

VM SERVER

T COPY:S

-  ——— - &

P ——— ——————

OTHER SITES

Found a fast way to do this

Needed to cover multiple

simthi c9nnect all the by coping the VM server the i i ;
opsrationsto.Tm deploying the copy at the opera "’f"ti"n I e:en
other sites areas of the country
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How do we now roll it out across the Company
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Steps for rolling out training
(2]

VM SERVER

-  ——— - &

OTHER SITES

Found a fast way to do this
by coping the VM server the
deploying the copy at the
other sites

Need to connect all the
operations to TM

Needed to cover multiple
operations in different Needed to develop
areas of the country training to roll out
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Steps for rolling out training
(2]

VM SERVER

o ——— ———— ——
-  ——— - &

OTHER SITES
Found a fast way to do this Needed b Itiol
Need to connect all the by coping the VM server the g a R C(.)VZI:;I 4 '2 g Needed to develop
operations to TM deploying the copy at the QpoTRuans 1 snieren training to roll out
sther sitas areas of the country

USE CASE

Design exercises for the
users to learn, step one
then add complicity
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Developed actual use
cases to show the new
users what it can do.




STEPS FOR A SOLUTION
12/

VM SERVER

FEICoRY: =S

o, —— v -

OTHER SITES

Found a fast way to do this
by coping the VM server the
deploying the copy at the
other sites

Need to connect all the
operations to TM

Design exercises for the
users to learn, step one
then add complicity

Developed actual use
cases to show the new
users what it can do.
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Needed to cover multiple
operations in different
areas of the country

“TRAINING PLAN"

> =] @

4 CLASSES 2 DAYS
EACH

Decided not to train via
Teams, but have 4 training
classes lasting 2 days,
these would be live.

Needed to develop
training to roll out

=N
4 N\
{

R4 )

\ \'/;

Each training session
was to have two
trainers in it.




A

0 Introduction as to
why we are using TM

o |

TrendMiner

=

9 Have them start to
work through examples

BREAK

055
> g

After Break-How could
you use this in your
daily workflow

More complex training
and always asking how
do we use it in your
workflow
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Objectives/Problem Description

Challenges

Ideas

Value

Proposed Trend Miner Features

Tags

Description

A

As training took place, encouraged users to fill out items they wanted to do.
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Introduction as to
why we are using TM

TrendMiner

ey

Have them start to
work through examples

BREAK

9

After Break-How could
you use this in your
daily workflow

More complex training
and always asking how
do we use it in your
workflow

Start to work on list the class
developed at the start of training

\

At this point, the student is
working through all the steps

STEP 2/

4TEP2 ’ m B

\/EP4J l/;/ll

V' TEP4

This is why we also have
two trainer to go around
and help
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Maintaining Momentum
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TRENDMINER USER COMMUNITY & CONTINUOUS IMPROVEMENT

(7 ) ( ) & N
Create a TrendMiner Share Ideas & Collect Feedback &
User Community Best Practices Provide Support
(Microsoft Teams)
.; @ ‘ = | (=il l EQ ()
- e Distribute successful use cases, e Gather user feedback and identify
s Establishardadicated Taatns ?mnalryé;c\llcé'sr::s;:ples, and workflow oppc?rtunlt!es for mproven:nent.
channel for all TrendMiner users. P i : * Provide guidance and assistance
* Encourage users to share their to help users overcome challenges.
own discoveries and successes.
. D X A
5 r ™
e Host Regular Knowledge-Sharing Sessions 6 Drive Continuous Workflow Improvement

e Conduct recurring Teams / L
meetings featuring: a

[ L :
an User success stories »

n Demonstrations of

7S7 new use cases e Discuss current challenges and identify opportunities
to improve daily workflows.

Reviews of TrendMiner
updates and new features e Collaborate on solutions that increase efficiency

and value from TrendMiner.
\ i/ & D,




TRENDMINER MADE MORDAC SAD

Security and Accessibility No Longer Have to Be Opposites

THE TRENDMINER WORLD

Secure and easy to get information

THE OLD WORLD

Secure, but hard to get information

SECURITY
GATEKEEPER
| | .o"
, PLANT A PLANT B
=—|e REQUEST
-4 FORM
WAIT &
FOLLOW UP
: “Nobody should have
/\/" DATA / easy access to data!”
.l.ll REPORTS
(SLOW) ) o
N ? N PLANTC PLANT D
— ‘ ‘ B ‘ 1
; | ya\ A\ N
e Multiple systems 3 I 7 v Secure role-based access
e Access barriers REPORTS DATABASES HISTORIANS SPREADSHEETS + Self-service information
e Manual requests
¢ Delayed answers
. J

v Instant answers
ait... users can securely ¥ Trusted data, everywhore
access their own data =
without opening a ticket?

BEFORE TODAY RESULT 0 TrendMiner Wins
Secure, but difficult » Secure and easy » Faster decisions.

to get information to get information Better operational insight. Q Mordac Loses

We didn’t sacrifice security to get information. TrendMiner gave us both.
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